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  dete

	
  of	
  factors	
  that	
  can	
  be	
  used	
  to	
  

deployability,	
  and	
  security.	
  
	
  consider	
  three	
  high

rmi
-­‐le
n
v
e
e
	
  wh
l	
  me
eth
tr
e
ic
r
s
	
  pas
:	
  us

s
ability,	
  
words	
  are	
  

	
  
• Usabilit

o
y:	
  How
 Easy

	
  easy	
  is	
  it
-­‐to-­‐Learn

	
  for	
  users	
  t
:	
  "Users	
  w

o
ho	
  
	
  int
don
era
't
ct
	
  k
	
  w
now
ith
	
  
	
  
t
t
h
h
e
e
	
  
	
  
s
a
c
u
h
t
e
h
me
entication

and
§
	
  le
 
arn	
  it	
  without	
  too	
  much	
  trouble."	
  

	
  can	
  figu
	
  s
r
c
e
h
	
  i
e
t
me
	
  ou
?
t
	
  
	
  

o Infrequent	
  er
This	
  is	
  a

ror
	
  k
s
ey	
  rea
:	
  "The	
  tas

son	
  w
k	
  that	
  us
hy	
  passw

ers
ord
	
  mu

	
  s
s
c me

h
t	
  
he s	
  are	
  s

succeeds
§ 

	
  w
perform	
  to	
  l

o
o
	
  p
g	
  
o
in	
  usua
pular!	
  

lly	
  

o 

T
pas
his
s
	
  
wor
is
e
	
  
n
a
	
  
n
p
	
  
e
imp
rfor
o
me
rta
d
n
	
  
t
b
	
  r
y
e
	
  a
a
	
  
s
l
o
e
n
gi
	
  
t
w
ima d	
  

d
hy	
  
t
us
e	
  a
er
n
s	
  pick	
  eas
honest	
  user."

y-­‐to-­‐guess	
  
	
  

Scalable
s.	
  

not	
  
§
increa
 

-­‐for
se	
  t
-­‐U
he	
  b
sers

urden	
  on	
  t
:	
  "Using	
  th

he	
  user."
e	
  scheme

	
  
	
  for	
  hundreds	
  of	
  accounts	
  does	
  

o 

…
simp
expl

le
a
	
  
ins	
  w
per-­‐si

hy
te
	
  
	
  
people	
  of
uniquifyin

ten
g	
  s
	
  reu
che

se	
  
me
p
	
  f
a
o
ssw
r	
  a	
  bas

ords	
  
e	
  pas
or	
  crea

swo
t
r
e	
  
d
a
.	
  
	
  

§
o 

Easy	
  recovery	
  from	
  l

Not
§
hing	
  
 

 

A	
  
t
w
o	
  
i
ca
n	
  for	
  pass

o
w
ss
o
	
  
r
o
d
f	
  
s
t
-­‐-­‐
he
th
	
  auth
ey're

e
	
  e
nti
as
cati
y	
  to
o
	
  r
n	
  to
ese
ke
t.	
  
n	
  

•
	
  
 

Anothe
rry
r	
  w
	
  
in	
  for	
  passwords.	
  

Dep
syste

loya
ms?
b
	
  
ility:	
  How	
  easy	
  is	
  it	
  to	
  incorporate	
  the	
  authentication	
  method	
  into	
  real	
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o Ser
with

ver
	
  te
-­‐
xt
Co
-­‐bas
mp

e
a
d
ti
	
  
b
pas
le:	
  
s
"
wor
At	
  th

d
e
s
	
  
.	
  Pr
ver
ovid
ifier

er
's	
  
s
e
	
  d
nd
on't	
  have	
  to	
  change
,	
  the	
  scheme	
  is	
  comp

o 
existing	
  authent

	
  th
a
e
t
i
i
r
b
	
  
le	
  

su
Br
p
o
p
ws
ort
er
	
  t
-­‐
he
Co
	
  
mp
sch
a
ica
tib
t
le
ion	
  set
:	
  "Use

up	
  t
rs	
  d

o
o
	
  
n
s
'
u
t	
  
p
h
p
a
ort	
  the	
  scheme."	
  

require	
  the	
  insta
e
l
me
lat
	
  
ion	
  of	
  pl
.	
  .	
  .	
  scheme

ugins	
  or	
  a
s	
  fail	
  to

v

ny	
  k
	
  
e
p
	
  
r
to
o
	
  c
vi
h
d
ange
e	
  this

	
  th
	
  be
ei
ne
r	
  c
f
li
it	
  i
ent	
  to
f	
  the

	
  
y	
  

o 
inst
Accessib

allation	
  requires	
  
ind	
  of	
  software	
  whose	
  

using	
  the
l
	
  
e:	
  "Users	
  w
scheme	
  by	
  d

ho	
  ca
admi

n	
  use	
  pa
nistrativ

isabilities	
  or
ssw
e	
  privileges."	
  

	
  oth
ords
er	
  ph

	
  a
y
r
s
e
i
	
  
c
n
al	
  (
ot	
  p

condit
no
re

ions."	
  
t
v
	
  cognit
ented

ive)	
  
	
  from	
  

	
  
o 

o 

D
to
e
	
  u
p
p
lo
d
y
a
a
t
b
e
i
	
  e
li
n
ty
	
  ma
	
  is	
  e
ss
x
e
tr
!	
  
emely	
  difficult:	
  it's	
  difficult	
  to	
  get	
  users	
  or	
  servers	
  

Passw
"deployability"	
  as	
  how	
  well	
  a	
  system

ords	
  do	
  well	
  in	
  this	
  category	
  by
	
  int
	
  defa
egra
ul
t
t,	
  since	
  the	
  authors	
  define	
  

th
pas
e	
  ne
swor
xt	
  
d
cat
	
  infra
egory…

struct
	
  
ure.	
  However,	
  passwords

es	
  w
	
  don't

ith	
  current
	
  do	
  very	
  

	
  
well	
  in	
  

	
  
• Security:	
  What	
  kinds	
  of	
  attacks	
  can	
  the

o Resilient
user	
  after

-­‐to
	
  ob
-­‐Physical
e n

-­‐
	
  auth

s rvi g	
  t
O
he
b
m	
  
se
a
rv
u
a
th
ti

enti
	
  "An
cati

e
o
n
n
t
:
icate

	
  at
o
ta
n
c
	
  s
k
c
e
h
r
e
	
  c
me
ann
	
  p
o
r
t
e
	
  i
v
mp
ent
e
?
r
	
  
sonate	
  a	
  

br
Quas
oke
i-­‐
n	
  o
Resilient
nly	
  by	
  r

-­‐to
epe
-­‐Physical-­‐Observation

	
  o
	
  i
n
f
e
	
  t
	
  
h
o
e
r
	
  
	
  
s
mo
ch
r
e
e
me
	
  time
	
  cou
s.
l
	
  
d
W
	
  be
e	
  g
	
  
rant	
  

recordin
time

§

s

 

.	
  At
g
ta
	
  k
c
eyst
ks	
  in

rok
clud

ati
e	
  s
ng	
  th
houl

e
d
	
  o
er
bs
	
  su
er
r
vation	
  more	
  than,	
  say,	
  10-­‐-­‐20	
  

Passwords	
  fail
e	
  sou
	
  this	
  t
nds,
est
	
  or
,	
  since,
	
  ther

fi
ma
ng,
l
	
  
	
  
f
i
i
ma
lming	
  the	
  keybo

	
  e.g.,	
  they	
  ca
ging	
  

n	
  b
of	
  k
e	
  ca
eyp

pt
ad
ar
."
d
	
  
,	
  

o 
filming	
  the	
  keyboard	
  or	
  recording

ured	
  by	
  

acquai
Resilient

ntance
-­‐to-­‐Ta

	
  (or
rget
	
  sk
ed
ill
-­‐
e
I
d
mp
	
  in
e
v
r
e
s
s
o
t
n
ig
a
a
t
t
i
o
o
r
n
)
:
	
  
	
  
t
"
o
It
	
  i
	
  
	
  
is	
  not
keystr

	
  possib
oke	
  sou

le	
  for	
  a
nds.	
  

mp
n	
  

by
rel
	
  e
at
xplo
ives	
  

iti
et
ng	
  kno
c.).	
  Person

wled
a
ge
l	
  k
	
  o
n
f
ow
	
  pe
l
r
edg
son
e
a
	
  quest
l	
  deta

ions	
  ar
ils	
  (

e
b
r
i
s
r
o
th
n
	
  
a
d
t
a
e
t
	
  
e
a
,
	
  
	
  
sp
na
ecific	
  
mes	
  o

u
f
ser	
  
	
  

sche
§
me
 The	
  a
	
  that	
  

ut
fail
hors	
  sa
s	
  on	
  this	
  

y	
  tha
point
t	
  pa

."

o

coul
ssw
	
  

e	
  the	
  canonical	
  

ords	
  
th
ar
at	
  y
e	
  "quas

our	
  f
i-­‐

 
acquai

dn't
ntance
	
  find	
  any	
  st

s	
  can	
  easil
udies	
  saying

y	
  guess	
  your	
  passw
	
   r

resist
iends

a
	
  o
n
r
t
	
  
"	
  b/c	
  they	
  

is
Resilient
	
  constrained	
  b

-­‐to-­‐Throt
y	
  t
t

ord.	
  

significant	
  fraction
he	
  verifier	
  cannot
led-­‐Guessing:	
  "An

	
  
	
  
su
attacke
ccessfu

r	
  whose	
  rate	
  of	
  guessing	
  

schemes	
  in	
  w
	
  of	
  users…	
  Lack	
  of	
  this	
  bene

l
f
l
i
y	
  
t	
  i
gu
s	
  me
ess	
  
a
t
n
he	
  
t	
  to
secret
	
  penaliz

s	
  of	
  
e	
  
a	
  

from	
  
§ 
a	
  
Passw
small	
  and

hich
	
  we
	
  it	
  i
ll
s
-­‐
	
  
kno
freq

wn	
  s
uent

ords	
  fail
ubs
	
  for	
  

e
u

	
  because	
  they	
  
t."
ser
	
  
-­‐chosen	
  secrets	
  to	
  be	
  selected	
  

o 
distributions.	
  

have	
  low	
  entropy	
  +	
  skewed	
  

Resilient
guessing	
  is

-­‐to
	
  c
-­‐Unt
ons

hrot
train

t
e
led
d	
  o
-­‐G
n
u
ly
e
	
  b
ss
y
i
	
  
n
a
g
v
:	
  "An	
  attacker	
  whose	
  rate	
  of	
  

mi
successfu
ght	
  for	
  

l
e
ly	
  guess	
  the	
  secrets	
  of	
  a	
  

a
significa
ilable	
  co

nt
mputing	
  resources	
  cannot	
  

xample	
  grant	
  this	
  benefit	
  if	
  an	
  attacke
	
  fract

r	
  capable
ion	
  of	
  users.

	
  of	
  
	
  We	
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attempting	
  up	
  to	
  2^40	
  or	
  even	
  2^64	
  guesses	
  per	
  account	
  could	
  still	
  
only	
  rea

e
ch	
  few
	
   che

er	
  than	
  1%	
  of	
  accounts.	
  Lac

to
penaliz
	
  wi
§ 
thstand

s
	
  br
me
ute
s	
  wh
	
  fo
e
rc
r
e
e
	
  
	
  th
sea
e
r
	
  s
c
pac
h	
  fr
e
o
	
  o
m	
  
f	
  c
a
r
	
  s
e
ma
de
k
nti
	
  of
als
	
  thi
	
  i
s	
  benefit	
  is	
  meant	
  to	
  

Passwords	
  fail	
  because	
  they	
  have	
  low
ll	
  
	
  ent
and

ropy	
  +	
  sk
	
  w
s	
  
e
not	
  lar
ll-­‐kno

ge	
  enough	
  

o 
distributions.	
  

ew
wn	
  s
ed
ubs
	
  

et."	
  

us
Resilient
er	
  by	
  in

-­‐to
te
-­‐
r
Inter
cepti

nal
ng	
  
-­‐
t
O
h
b
e	
  
s
u
e
s
r
e
v
r
a
's
ti
	
  i
o
n
n
p
:	
  "An	
  attack

(e.g.,	
  by	
  keylogging	
  malware)	
  or	
  ea
u
v
t
e
	
  f
s
r
d
o
r
m	
  
op
in
p
s
e
id
r	
  
e
c
	
  
a

ing	
  o
th
n
e
n
	
  us
ot	
  
e
imp
r's	
  d
er
e
s
v
o
i
n
ce
a
	
  
te	
  a	
  

c
attacke
ommu

r
n
	
  can	
  als
ication

o
	
  between

n	
  the	
  cleartext	
  

CA)…This	
  penaliz
	
  defea
es	
  sch

t
e
	
  TLS	
  
	
  pro

if	
  
ve
it
r
	
  
	
  
is	
  
an
u
d
sed,	
  
	
  ver

p
if
erha
ier	
  (w

ps	
  
e	
  
t
a

me
hrou
ssume

s	
  that	
  are	
  not	
  replay-­‐resista
gh
	
  
	
  
t
th
ha
e
t
	
  
	
  the	
  

be
res
c
p
aus
o
e	
  they	
  send	
  a	
  static	
  respo

nt,	
  whether	
  

This	
  b
n
e
s
n
e
e
	
  c
fi
o
t	
  
u
a
n
s
t
s
e
u
r
me
me
s
a
	
  t
s
h
u
a
r
t
e
	
  g
	
  c
e
a
n
n
e
	
  be
nse	
  or	
  becaus

th
e the

r
	
  a	
  f
	
  

al
	
  c
-­‐pur
racke

pos
d	
  wi
e	
  d

ew	
  o
ir	
  dy

bs
n
e
a
r
mi
vati
c	
  
ons.	
  

u
ma
pd
lw
at
a
a
r
b
e
l
,
e
	
  but	
  th
	
  perso

at	
  h
nal	
  

ar
co
d
mp
war
ut
e
e
	
  d
rs
e
	
  
v
a
i
n
c
d
e
	
  
s
mo
	
  de
b
d
i
i
l
c
e
ate
	
  ph
evice
ones

s	
  
	
  ma
like
y
	
  s
	
  c
o
o
f
n
tw
ta
ar
in	
  
e-­‐

sche
§
me
 Passw
	
  can	
  b

ords	
  fail
e	
  made	
  ma

	
  because	
  t
lware-­‐free."	
  

d	
  exclusively	
  to	
  the	
  

o 
one,	
  you	
  can	
  use	
  it

hey	
  are	
  static	
  tokens:	
  once	
  you	
  have	
  

Resilient
(including

-­‐to
	
  b
-­‐
y
P
	
  
h
D
i
N
sh
S
i
	
  ma
ng:	
  "An

	
  unt

imper
n

	
  
il	
  it	
  expires	
  or	
  is	
  revoked.	
  

later	
  be	
  used	
  to	
   s
i
o
p
n
u
a
l
a
a
t
t
t
i
a
o
cker	
  who	
  s

te	
  th
n
e
)
	
  u
	
  c
s
a
e
n
r
n
	
  t
o
o
t
	
  
	
  
t
c
imu

h
o
e
l
	
  
le
late

ac
c
t
t
u
	
  credent
s	
  a	
  valid	
  verifier	
  

penalizes	
  schemes	
  allowing	
  phishers	
  to	
  get	
  victims
al	
  v
	
  t
e
o
r
	
  a
ifi
ial
er
s	
  t
.	
  This	
  
hat	
  can	
  

lo
genuine	
  sites."
ok

§

-­‐

 

alike	
  sites	
  
	
  
and	
  later	
  use	
  the	
  harvested	
  credentials	
  against

uthenti
	
  t
ca
he	
  
te	
  to	
  

o 
Passwords	
  fail

th
*N
i
o
rd
-­‐Trust
	
  party

ed
	
  (o
-­‐Third
ther	
  th

-­‐P
an
a
:	
  phishing	
  at
r
	
  
t
th
y:
e
	
  "
	
  pr
Th
o
e
v
	
  s
e
ch
tacks	
  a e y o

r	
  and
eme

	
  th
	
  d
r
oe
	
  v
s	
  
er 	
  c

e	
  v
not	
  rely	
  on	
  a	
  tr

mmon!	
  
usted	
  

th
be
e
ing	
  attac
	
  
§
pr
 
over's

ke
	
  s
d
ecur
	
  or	
  o

ity	
  or
therwi

	
  pr
s
ivacy."
e	
  beco

	
  
ming	
  untru

e
s
r
t
i
w
fie
o
r
r
)
t
	
  wh
hy,	
  

o
co
	
  coul
mpr

d,	
  upon	
  
omise	
  

T
pr
h
o
is
b
	
  
l
pr

to	
  sto
ems
op

	
  pas
	
  
e

re
w
rt

s
o
y	
  ma

wo
uld	
  b

k
e
e
c
s
o
	
  a
me
n	
  i
	
  
mp
eas
o
ie
r
r
ta

r
	
  i
n
f	
  
t
we
	
  point:
	
  could

	
  a	
  lot	
  of
	
  just	
  tr

	
  authentication
ust	
  one	
  party	
  

	
  

o 

singl
their

e
	
  energy	
  on	
  t
	
  points	
  of	
  failur

ds,	
  run	
  th
e	
  are	
  bad

e	
  password	
  servers,	
  etc.	
  However,	
  

*Resilient-­‐to-­‐Leaks-­‐from
ha
-­‐Oth
t	
  point

er-­‐Verifiers:
!	
  

,	
  since	
  attackers	
  can	
  focus	
  all	
  of	
  

could	
  possibly	
  leak	
  can	
  help	
  an	
  attacker	
  imp
	
  "Nothing	
  that	
  a	
  ver
erson

ifier	
  

ano
provid

the
er
r	
  ve
,	
  or
ri
	
  a	
  s
fier
ucces
.	
  This

s
	
  pe
ful	
  attack	
  on	
  one
nalizes	
  scheme

	
  bac
s	
  w
k
h
-­‐
e
end,	
  enda
re	
  ins

a
i
t
d
e
e
	
  t
r
h
	
  f
e
r
	
  
a
us
ud
er
	
  a
	
  to	
  
t	
  one	
  

acco
§
unts
 This	
  propert

	
  at	
  other	
  sites."	
  
ngers	
  the	
  user's	
  

y	
  is	
  rel

dist
cent

rib
ral
u
	
  point
ted	
  a

	
  of	
  fail
uthent

ure,	
  w
ated	
  to

ication:
e'd
	
  No

	
  h
	
  l
o
i
-­‐
k
Trust

w
e
e
	
  t
v
o
e
	
  i
ed
nt
-­‐
r
Third
oduce

-­‐
d
Part
	
  some

y.	
  To	
  avoid
	
  notion	
  of	
  

	
  a	
  

s
HTTPS
ystem	
  

,	
  
i
and
s	
  on

	
  h
ly
o
	
  a
w	
  a	
  bad
s	
  stron

	
  ce
g	
  a
r
s
ti
	
  i
f
t
i
s
cate
	
  weake

r,
s
	
  d
t	
  li
oe

	
  author
nk?	
  [T
s	
  this	
  mean	
  that	
  the	
  

ity	
  can	
  convince	
  a	
  
hink	
  back	
  to	
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§ 

browser	
  to	
  acce

Au
dep
th
ends	
  

pt	
  fake	
  certificates	
  

ors	
  s
on	
  
ay	
  
t
t
he
ha
	
  
t
s
	
  
t
p
r
a
e
s
n
s
g
w
th
o
	
  of	
  the	
  leas

for	
  
t	
  se

a
c
rb
ur
it
e	
  
ra
CA!
ry
]
	
  
	
  
sites.	
  Security	
  

	
  
passwords	
  across	
  sites.	
  

rds	
  fail	
  because	
  people	
  often	
  reuse	
  

B
per
• 

iome
son's
tri
	
  phys
cs:	
  Le

ical	
  appear
verage	
  the

How
o
	
  
 
big	
  is	
  the	
  keyspa

ance	
  or
	
  unique

	
  behavior
	
  aspects	
  of	
  

rin
ce?

.	
  
a	
  

o 
Fin
Iris

g
	
  s
erp

	
  

o 
can:	
  ~1

ts:	
  
9
~
.9
13.
	
  bits
3	
  

recog
.
b

• 

	
  
its.	
  

So,	
  bits
Voice	
  
	
  of	
  entropy	
  

n
ar
it
e
ion
	
  ro
:	
  
u
~
gh
11.
ly	
  
7	
  b

                        
	
  	
  	
  	
  	
  

the
it
	
  s
s.

Passwords        Biometrics

a
	
  
me	
  as	
  passwords.	
  

 
    Easy-to-learn:      Yes              Yes 
    Infrequent errors:  Quasi-yes        No 
    Scalable for users: No               Yes 
    Easy recovery:      Yes              No 
    Nothing to carry:   Yes              Yes 
                             3.5 vs 3     
 
                        Passwords        Biometrics 
   Server-compatible:   Yes              No 
   Browser-compatible:  Yes              No 
   Accessible:          Yes              Quasi-yes 
(entering biometrics is error-prone)     
                             3 vs 0.5 
     
                        Passwords        Biometrics 
Res-to-Phys-Obs:        No               Yes 
Res-to-Trgtd-Imp:       Quasi-yes        No (e.g., 
replaying voice recording, lifting fingerprints from 
surfaces) 
Res-to-Thrtld-Guess:    No               Yes 
Res-to-UnThrtld-Guess:  No               No (key space 
isn't much bigger than that of passwords) 
Res-to-Internal-Obv:    No               No (captured 
biometric data can be replayed) 
Res-to-Phishing:        No               No 
No-trusted-3rd-Party:   Yes              Yes 
Res-Other-Ver-Leaks:    No               No (same 
biometrics are used by all verifiers) 
                            
	
  

1.5 vs 3 
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