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•
This	
  l
 How	
  to	
  cryptographically	
  protect	
  network	
  communications,	
  

ecture	
  is	
  about	
  two	
  related	
  t

SSL/TLS	
  an

opics:	
  

d	
  HTTPS

• 
th
How
an	
  Ke
	
  to	
  
r
in
be
teg
ro
ra
s?	
  	
  [	
  T
te	
  cryp

ech
t
ni
og
q
ra
ue
p
:
hic	
  
	
  cer

p
ti
rot
ficates.	
  ]	
  

at	
  a	
  larger	
  scale	
  

security	
  model?	
  	
  [	
  HTTPS,	
  Secure	
  cookies,	
  etc.	
  ]	
  
ection	
  of	
  network	
  traffic	
  into	
  the	
  web	
  

	
  
Recall:	
  two	
  kinds	
  of	
  encryption	
  schemes.	
  
• 
• 

E	
  is
Symmetric	
  key	
  cryptography	
  means	
  same	
  key	
  is	
  used	
  to	
  encrypt	
  &

o

	
  encr

 

ypt,	
  D	
  is	
  decrypt	
  

o 
• 

ciphert
plaintext	
  =

ext	
  =	
  E_k
	
  D_k(cipher

(plaint
text)
ext)	
  

	
  decrypt	
  

Asymmetric	
  key	
  (public-­‐
o 

	
  

o 
ciphertext	
  =	
  E_PK

ke
(pl
y
aint
)	
  cr

ex
ypto
t)	
  
graphy:	
  encrypt	
  &	
  decrypt	
  keys	
  differ	
  

• Pub
o 

 

plaintext	
  =
PK	
  and	
  SK	
  are	
  cal

	
  D_SK(cipher
led	
  pub

text)
lic	
  and	
  secret

	
  

lic-­‐key	
  cryptography	
  is	
  orders	
  of	
  magnitude	
  slower	
  than	
  symmetric	
  
	
  (private)	
  key,	
  respectively	
  

	
  
Encr
• Message	
  authentication	
  code	
  (MAC

yption	
  pr

o 

ovides	
  data	
  secrecy,	
  often	
  als

• 
Look	
  up	
  HMAC	
  if	
  you're	
  interested	
  in	
  more	
  details.	
  

)	
  with	
  symmetric	
  keys	
  can	
  provide	
  integrity.	
  
o	
  want	
  integrity.	
  

Can
o
	
  u
 
o 

se	
  
Use	
  secret	
  key	
  to	
  generate	
  signature	
  (compute	
  D_SK)	
  
public-­‐key	
  crypto	
  to	
  sign	
  and	
  verify,	
  almost	
  the	
  opposite:	
  

	
  
Use	
  public	
  key	
  to	
  check	
  signature	
  (compute	
  E_PK)	
  

Recall	
  from	
  last	
  lecture:	
  Kerberos.	
  
• 
• 
• 

Cen
When	
  A	
  wants	
  to	
  talk	
  to	
  B,	
  A	
  asks	
  the	
  KDC

tral	
  KDC	
  knows	
  all	
  principals	
  and	
  their	
  

	
  
Ticket	
  contains	
  a	
  session	
  key	
  for	
  A	
  to	
  talk	
  to	
  B,	
  generated	
  by	
  KDC

	
  to	
  
keys.
issue	
  a
	
  

	
  ticket.	
  
.	
  

Wh
• 
• 

y
Mi
	
  is
gh
	
  Ke
t	
  no
rbe
t	
  h
ro
av
s	
  no
e	
  a	
  s
t	
  e

• 

i
no
ngle
ugh
	
  KD
?	
  	
  E.g.,	
  wh
C usted

y	
  i
	
  to
sn'
	
  ge
t	
  th
ne
e

Not	
  everyone	
  might	
  have	
  an	
  account	
  on	
  
	
  tr

this
r
	
  we

	
  s
ate	
  s

b	
  bas
essio

ed
n	
  ke
	
  on	
  Ke
ys.	
  

rberos?	
  

• 
KDC	
  might	
  not	
  scale	
  if	
  users	
  contact	
  it	
  every	
  time	
  they	
  went	
  to	
  a	
  web	
  site.	
  

ingle	
  KDC.	
  

• 
Unfort
These	
  limitations	
  are	
  largely	
  inevitable	
  with	
  symmetric	
  encryption.	
  

unate	
  that	
  KDC	
  knows	
  what	
  service	
  each	
  user	
  is	
  connecting	
  to.	
  

	
  
Alternative	
  plan,	
  using	
  p
• 
• 

Suppose	
  A	
  knows	
  the	
  public	
  key	
  of	
  B.	
  
ublic	
  key	
  encryption.	
  

• 
Don
Strawman	
  protocol	
  for	
  establishing	
  a	
  secure	
  connection	
  between	
  A	
  and	
  B:

o

't

 

	
  want	
  to	
  use	
  public-­‐key	
  encryption	
  all	
  the	
  time	
  (slow).	
  

o 
A	
  generates	
  a	
  random	
  symmetric	
  session	
  key	
  S.	
  

	
  

A	
  encrypts	
  S	
  for	
  PK_B,	
  sends	
  to	
  B.	
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o Now	
  we	
  have	
  secret	
  key	
  S	
  shared	
  between	
  A	
  and	
  B,	
  can	
  encrypt	
  and

	
  

 
authenticate	
  messages	
  using	
  symmetric	
  encryption,	
  much	
  like	
  Kerberos.	
  

	
  

Good	
  properties	
  of	
  this	
  strawman	
  protocol:
• A's	
  data	
  seen	
  only	
  by	
  B.	
  

o 

	
  

o 
Only	
  B	
  (

	
  
• 

	
  can	
  d

No	
  
Only	
  B	
  can	
  th

with	
  SK_B) ecrypt	
  S.	
  

need	
  for	
  a	
  KDC-­‐li
us
ke
	
  d
	
  ce
e
ntr
crypt	
  d
al	
  auth

ata	
  e
or
ncr
ity	
  to

ypte
	
  hand
d	
  und

	
  out	
  s
er	
  S.
es
	
  
sion	
  keys.	
  

What	
  goes	
  wrong	
  with	
  this	
  strawman?	
  
• Adversary	
  can	
  record	
  and	
  later	
  replay	
  A's	
  traffic;	
  B	
  would	
  not	
  notice.	
  

o 
o 

Adversary	
  can	
  impersonate	
  A,	
  by	
  sending	
  another

o 

Solution:	
  have	
  B	
  send	
  a	
  nonce	
  (random	
  value).	
  

o 
• 

Of
Incorporate	
  the	
  nonce	
  into	
  the	
  final	
  master	
  secret	
  S'	
  =	
  f(S,	
  nonce).	
  

This	
  process	
  t
ten,	
  S	
  is	
  calle

o	
  est
d	
  th

a
e
b
	
  pr
lish	
  S'	
  is	
  ca
e-­‐master	
  secret,	
  and	
  S'	
  is	
  the	
  master	
  secret.	
  

o 

lled	
  the	
  "handshake".	
  

o 
Many	
  possible	
  solutions,	
  if	
  B	
  cares	
  who	
  A	
  is.	
  

	
  symmetric	
  key	
  to	
  B.	
  

o 
o 

E.g.,	
  B	
  also	
  chooses	
  and	
  sends	
  a	
  symmetric	
  key	
  to	
  A,	
  encrypted	
  with	
  PK_A.	
  

• 

Then	
  both	
  A	
  and	
  B	
  use	
  a	
  hash	
  of	
  the	
  two	
  keys	
  combined.	
  

Adversary	
  can	
  later	
  obtain	
  SK_B,	
  decrypt	
  symmetric	
  key	
  and	
  all	
  messages.	
  
o 

This	
  is	
  roughly	
  how	
  TLS	
  client	
  certificates	
  work.	
  

Solution:	
  use	
  a	
  key	
  exchange	
  pr
forward	
  secrecy,	
  as	
  discussed	
  in	
  

otocol	
  like	
  D
last	
  lecture.

iffie
	
  

-­‐Hellman,	
  which	
  provides	
  

	
  
H
• 
• 

ard	
  problem:	
  what	
  if	
  neither	
  computer	
  knows	
  each	
  other's	
  public	
  key?	
  

• 
C
C
ertificate	
  is	
  tuple	
  (name,	
  pubkey),	
  signed	
  by	
  certificate	
  authority.	
  
ommon	
  approach:	
  use	
  a	
  trusted	
  third	
  party	
  to	
  generate	
  certificates.	
  

• 
• 

B	
  sends	
  A	
  a	
  pubkey	
  along	
  with	
  a	
  certificate.	
  
Meaning:	
  certificate	
  authority	
  claims	
  that	
  name's	
  public	
  key	
  is	
  pubkey.	
  

	
  
If	
  A	
  trusts	
  certificate	
  authority,	
  continue	
  as	
  above.	
  

Why	
  might	
  certificates	
  be	
  better	
  than	
  Kerberos?	
  
• 
• 
• 

No	
  need	
  to	
  talk	
  to	
  KDC
Ser

	
  each	
  time	
  client	
  connects	
  to	
  a	
  new	
  server.	
  

• 
KDC

ver
	
  no
	
  can	
  pr

Can	
  support	
  "anonymous"	
  clients	
  that	
  have	
  no	
  long-­‐
t	
  involv

esent	
  cer
ed	
  in	
  genera

tificate	
  to	
  client;	
  client	
  can	
  ver
ting	
  session	
  keys.	
  

ify	
  signature.	
  

	
  
lived	
  key	
  /	
  certificate.	
  

Pl
• 
• 

an	
  for	
  securing	
  web	
  browsers:	
  HTTPS.

Need	
  
New	
  protocol:	
  https	
  instead	
  of	
  http	
  (e.g.,	
  https://www.paypal.com/).

	
  

A. 
 

to	
  
Da
prot
ta	
  sen
ect	
  
t
severa
	
  over	
  t

l t

B.
he	
  net
	
   hings:	
  

	
  

Code/data	
  in	
  user's	
  brow
work

ser.
.	
  

C. UI	
  seen	
  by	
  the	
  user.	
  
	
  

	
  
	
  	
  A.	
  How	
  to	
  ensure	
  data	
  is	
  not	
  sniffed	
  or	
  tampered	
  with	
  on	
  the	
  network?	
  

2



• 
• 
• 

Use	
  TLS	
  (a	
  cryptographic	
  prot

• 
Negot
TLS	
  encrypt

iate	
  ciphers	
  (and	
  other	
  features:	
  compression,	
  extensions).	
  
s	
  and	
  authenticates	
  net

ocol	
  t
w
hat
ork
	
  uses	
  cert
	
  traffic.	
  

ificates).	
  

• 
Negot
Include	
  a	
  MAC

iation	
  is	
  
	
  of	
  all	
  handshake	
  messages	
  to	
  authenticate.	
  
done	
  in	
  clear.	
  

	
  
	
  	
  B.	
  H

• 
• 

ow	
  to
Goal:	
  connect	
  browser	
  security	
  mechanisms	
  to	
  whatever	
  

	
  protect	
  data	
  and	
  code	
  in	
  the	
  user's	
  browser?	
  

Recall	
  that	
  browser	
  has	
  two	
  main	
  security	
  mechanisms:
TLS	
  provides.	
  

	
  

o 

Same-­‐

o 
Same-­‐origin	
  pol

	
  

Cookie	
  policy	
  (sl
icy.
ight
	
  

• 

ly	
  different).	
  

o 
o 

origin	
  pol
TLS	
  certificate	
  name	
  must	
  match	
  hostname	
  in	
  the	
  URL	
  

icy	
  with	
  HTTPS/TLS.	
  

o 
o 

In	
  our	
  example,	
  certificate	
  name	
  must	
  be	
  
One	
  level	
  of	
  wildcard	
  is	
  also	
  allowed	
  (*.paypal.com

www.paypal.com.	
  

• 
Browsers	
  trust	
  a	
  number	
  of	
  certificate	
  authorities.	
  

)	
  

Origin	
  (from	
  the	
  same-­‐
o 
o 

http://www.paypal.com/
origin	
  policy)	
  incl

	
  is	
  different	
  from	
  
udes	
  the	
  protocol.	
  

o 
o 

Here,
Result:	
  non

	
  we	
  care	
  about	
  integrity	
  o ata	
  (e avas
https://www.paypal.com/	
  

-­‐HTTPS	
  pages	
  cannot	
  tamper	
  with	
  H
f	
  d .g.,	
  J cript	
  code).	
  

	
  
• 

Rationale:	
  non-­‐HTTPS	
  pages	
  could	
  have	
  been	
  modified	
  by	
  adversary.	
  
TTPS	
  pages.	
  

Cook
o 
o 

ies	
  
Ser
wit
ver
h	
  HTTPS
	
  certificates	
  help	
  clients	
  differ

/TLS.	
  

o 
Cookies	
  (common	
  form	
  of	
  user	
  credentials)	
  have	
  a	
  "Secure"	
  flag.	
  

entiate	
  between	
  servers.	
  

o 
Secur
Non-­‐Secur

e	
  cookies	
  can	
  only	
  be	
  sent	
  with	
  H
e	
  cookies	
  can	
  be	
  sent	
  with	
  H

TTPS	
  r
TTP	
  and	
  H

equests.
TTPS	
  r

	
  

	
  
• 

equests.	
  

What	
  happens	
  if	
  adversary	
  tampers	
  with	
  DNS	
  records?	
  
o 
o 
o 

Good	
  new
We	
  already	
  assumed	
  adversary	
  can	
  tamper	
  with	
  network	
  packets.	
  

s:	
  security	
  doesn't	
  depend	
  on	
  DNS.	
  

	
  
Wrong	
  server	
  will	
  not	
  know	
  correct	
  private	
  key	
  matching	
  certificate.	
  

	
  	
  C.	
  Fin
• 
• 

ally,	
  users	
  

• 

Lock
Browser	
  should	
  indicate	
  to	
  the	
  user	
  the	
  name	
  in	
  the	
  site's	
  certificate.	
  

	
  icon	
  in
ca
	
  
n
the	
  
	
  en
b
ter	
  
row
creden
ser	
  tel

tia
ls	
  us
ls	
  direct
er	
  the

l
y
y.
'
	
  
r
	
  
e
How
	
  inte

	
  t
r
o	
  
ac
secu
ting	
  wi

re	
  t
th
ha
	
  H
t?
T
	
  
TPS	
  site.	
  

	
  
User	
  should	
  verify	
  site	
  name	
  they	
  intend	
  to	
  give	
  credentials	
  to.	
  

How
• 
• 

As	
  you	
  might	
  expect,	
  every	
  step	
  above	
  can	
  go	
  
	
  can	
  this	
  plan	
  go	
  wrong?	
  

Not	
  an	
  exhaustive	
  list,	
  but	
  gets	
  at	
  problems	
  that	
  ForceH
wrong.	
  

	
  
1	
  (A).	
  Cryptography.	
  

TTPS	
  wants	
  to	
  solve.	
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There	
  have	
  been	
  some	
  attacks	
  on	
  the	
  cryptographic	
  parts	
  of	
  SSL/TLS.	
  
• Attack	
  by	
  Rizzo	
  and	
  Duong	
  can	
  allow	
  adversary	
  to	
  learn	
  some	
  plaintext	
  by	
  

issuing	
  
o Ref:	
  

many	
  carefully-­‐chosen	
  requests	
  over	
  a	
  single	
  connection.	
  

• 

ht
zzodu.html	
  
tp://www.educatedguesswork.org/2011/09/security_impact_of_the_ri

Mo
o

•

Recent	
  attack	
  by	
  same	
  people	
  using	
  compression,	
  mentioned	
  in	
  iSEC
 

 st	
  recently,	
  more	
  padding	
  oracle	
  attacks.	
  
o 

Ref:	
  http://en.wikipedia.org/wiki/CRIME	
  
	
  lecture.	
  

• 
• 

Some	
  servers/C
Ref:	
  https://www.op

As	
  use	
  weak	
  crypto,	
  e.g.	
  certificates	
  using	
  MD5.	
  
enssl.org/~bodo/ssl-­‐poodle.pdf	
  

Some	
  clients	
  choose	
  weak	
  crypto	
  (e.g.,	
  SSL/TLS	
  on	
  Android).	
  

But,	
  cryptography	
  is	
  rarely	
  the	
  weakest	
  part	
  of	
  a	
  system.	
  
o 

• 
Ref:	
  http://op-­‐co.de/blog/posts/android_ssl_downgrade/	
  

	
  
2	
  (B).	
  Authen
	
  
Adversary	
  may	
  be	
  able	
  to	
  obtain	
  a	
  certificate	
  for	
  someone	
  else's	
  name.	
  

ticating	
  the	
  server.	
  

• 
• 
• 

Used	
  to	
  require	
  a	
  faxed	
  request	
  on	
  company	
  letterhead	
  (but	
  h
Now	
  often	
  requires	
  receiving	
  secret	
  token	
  at	
  root@domain.com	
  or	
  similar.	
  

ow	
  to	
  check?)	
  

• 
• 

Secur
There	
  are	
  100's	
  of	
  trusted	
  certificate	
  authorities	
  in	
  most	
  browsers.	
  

ity	
  depends	
  on	
  the	
  policy	
  of	
  least	
  secure	
  certificate	
  authority.	
  

o 
•

H
	
  
 

Several	
  C
Ref:	
  
A	
  compromises	
  in	
  2011	
  (certs	
  for	
  gmail,	
  facebook,	
  ..)	
  

Servers	
  may	
  be	
  compromised	
  and	
  the	
  corresponding	
  private	
  key	
  stolen.	
  
http://dankaminsky.com/2011/08/31/notnotar/	
  

• 
• 

ow	
  to	
  deal	
  with	
  compromised	
  certificate	
  (e.g.,	
  invalid	
  cert	
  or	
  stolen	
  key)?	
  

• 

Cert
Checking	
  certificate	
  status	
  with	
  C

ificates	
  have	
  expiration	
  dates.

Certificate	
  Revocation	
  List	
  (CRL)	
  published	
  by	
  some	
  C
A	
  on	
  every	
  request	
  is	
  hard	
  to	
  scale.	
  
	
  

• 
certificates	
  in	
  them	
  (spot-­‐checking:	
  most	
  have	
  zero	
  revoked	
  certs).	
  

A's,	
  but	
  relatively	
  few	
  

CRL	
  must	
  be	
  periodically	
  downlo

OCSP:

o 
o 

ed	
  by	
  clie

•

ould	
  be	
  slow,	
  if	
  many	
  certs	
  are	
  revoked.	
  
ad

 
Not	
  a	
  problem	
  if	
  few	
  or	
  zero	
  certs	
  are	
  revoked,	
  but	
  not	
  too	
  useful.	
  
C

nt.	
  

o 
	
  o
Que
nline

ry	
  wh
	
  certificate	
  status	
  protocol.	
  

• 

One	
  issue:
e
	
  OC
the
SP	
  pr
r	
  a	
  ce

o
r
to
tif
co
icate
l	
  di
	
  i
d
s
n'
	
  vali
t	
  re
d
qui
	
  or
r
	
  no
e	
  signing	
  "try	
  later"	
  messages.	
  
t.	
  

Variou

o 
§ 

o 

Ref:	
  http://www.thoughtcr

o 

s	
  heuristics	
  for	
  guessing	
  whether	
  cert
ime.org/papers/ocsp-­‐
ificate	
  is	
  OK	
  or	
  not.

attack.pdf	
  

• Problem:	
  online	
  revocation	
  checks	
  are	
  soft-­‐
o 

Not	
  as	
  easy	
  as	
  "did	
  the	
  cert	
  change?".	
  Websites	
  sometimes	
  test	
  new	
  C
CertPatrol,	
  EFF's	
  SSL	
  Observatory,	
  ..	
  

	
  

o 
An	
  active	
  network	
  attacker	
  can	
  just	
  make	
  the	
  checks	
  unavailable.	
  

fail.	
  
As.	
  

Bro
§
ws
 
ers	
  don't	
  like	
  blocking	
  on	
  a	
  side	
  channel.	
  
Performance,	
  single	
  point	
  of	
  failure,	
  captive	
  portals,	
  etc.	
  

4

http://www.educatedguesswork.org/2011/09/security_impact_of_the_rizzodu.html
http://en.wikipedia.org/wiki/CRIME
https://www.openssl.org/~bodo/ssl-poodle.pdf
http://op-co.de/blog/posts/android_ssl_downgrade/
http://www.educatedguesswork.org/2011/09/security_impact_of_the_rizzodu.html
http://dankaminsky.com/2011/08/31/notnotar/
http://www.thoughtcrime.org/papers/ocsp-attack.pdf


In	
  practice	
  browsers	
  push	
  updates	
  with	
  blacklist	
  after	
  major	
  breaches.	
  

§ 

• 

Ref:	
  

o 

https://www.imperialviolet.org/2011/03/18/revocation.html	
  

	
  
Ref:	
  https://www.imperialviolet.org/2012/02/05/crlsets.html	
  

Users	
  ignore	
  certificate	
  mismatch	
  errors.	
  
• 
• 
• 

Despite	
  certificates	
  being	
  easy	
  to	
  obtain,	
  many	
  sites	
  misconfigure	
  them.	
  

• 

Some	
  don't	
  want	
  to	
  deal	
  with	
  (non-­‐
Others	
  forget	
  to	
  renew	
  them	
  (certificates	
  have	
  expiration	
  dates).	
  

zero)	
  cost	
  of	
  getting	
  certificates.	
  

End	
  result:	
  browsers	
  allow	
  users	
  to	
  override	
  mismatched	
  certificates.	
  
o 
o 

Problematic:	
  human	
  is	
  now	
  part	
  of	
  the	
  proces

br
Hard	
  

s

• 
ows

for	
  
ers
devel
.	
  

opers	
  to	
  exactly	
  know	
  what	
  certs	
  
	
  in	
  d
wil
e
l	
  
c
b
i
e	
  
di
a
ng	
  i
ccep
f	
  c
t
e
ed	
  
rt	
  i
b
s
y	
  
	
  valid.	
  

Empirically,	
  about	
  60%	
  of	
  bypass	
  buttons	
  shown	
  by	
  C
o (Though	
  this	
  data	
  might	
  be	
  stale	
  at	
  this	
  point..)

hrome	
  are	
  clicked	
  through.	
  

•

	
  
Wh

	
  

 
• 

at's	
  the	
  risk	
  of	
  a	
  user	
  accepting	
  an	
  invalid	
  certificate?	
  

• 

Mi
Might	
  be	
  a	
  man-­‐
ght	
  be	
  benign	
  (

in
e
-­‐
xpi
the
r
-­‐middle	
  attack,	
  connecting	
  to	
  adversary's	
  server.	
  
ed	
  cert,	
  server	
  operator	
  forgot	
  to	
  renew).	
  

Why
o
	
  i
 
o 

s	
  th
User's	
  b
is	
  bad

 

row
?	
  

o
User	
  might	
  enter	
  sensitive	
  data	
  into	
  adversary's	
  website.	
  

ser	
  will	
  send	
  user's	
  cookies	
  to	
  the	
  adversary.	
  

	
  
3	
  (B).	
  Mixin

User	
  might	
  assume	
  data	
  on	
  the	
  page	
  is	
  coming	
  from	
  the	
  right	
  site.	
  

Web	
  page	
  origin	
  is	
  determined	
  by	
  the	
  URL	
  of	
  the	
  page	
  itself.	
  
embedded	
  elements:	
  

g	
  HTTP	
  and	
  HTTPS	
  content.	
  

• 

Page	
  can	
  have	
  many	
  

• 
• 

Ja
CS
va
S	
  st
scrip
yle	
  

t
sheet
	
  via	
  <SCRIPT>	
  tags	
  

• 
Fl
Images	
  via	
  <IMG>	
  tags	
  
ash	
  code	
  via	
  <E

s	
  via
MB
	
  <S
ED>	
  
TYLE
tag
>	
  
s	
  
tags	
  

If	
  adversary	
  can	
  tamper	
  with	
  these	
  elements,	
  could	
  control	
  the	
  page.	
  
Ja
• 
va
C
scrip
SS:	
  less	
  control,	
  but	
  still	
  abusable,	
  esp	
  w/	
  complex	
  attribute	
  selectors.	
  

t	
  and	
  Flash	
  code	
  give	
  control	
  over	
  page.	
  
In	
  particular,	
  

Probably	
  the	
  developer	
  wouldn't	
  include	
  Javascript	
  from	
  attacker's	
  site.	
  
URL	
  is	
  non-­‐HTTPS,	
  adversary	
  can	
  tamper	
  with	
  HTTP	
  response.	
  

But,	
  if	
  the	
  

	
  
Alternative	
  approach:	
  explicitly	
  authenticate	
  embedded	
  elements.	
  
• E.g.,	
  could

o 
o 

Prevents	
  an	
  adversary	
  from	
  tampering	
  with	
  response.	
  
	
  include	
  a	
  hash	
  of	
  the	
  Javascript	
  code	
  being	
  loaded.	
  

• 
o 
t	
  be
Does	
  
	
  deplo

not

4	
  (B).	
  Protectin

Migh
Ref:	
  http://www.w

g	
  cookies.	
  

y
	
  
e
requ
d	
  in	
  br

ire	
  
o
fu
ws
ll	
  
e
HTTPS
rs	
  in	
  th

.	
  
e

	
  
3.org/TR/

e
SRI
	
  ne
/
ar
	
  
	
  futur .	
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• 
• 
• 

Optionally	
  provides	
  an	
  interface	
  for	
  users	
  to	
  manually	
  enable	
  it.	
  
Implemented	
  in	
  C
Boo

o
ts
 
trapping	
  large

hrome,	
  Firefox,	
  and	
  Opera.	
  

• 
Chrome	
  has	
  a	
  hard

ly	
  uns
-­‐
o
coded	
  l
lved.	
  

IE9,	
  Firefox	
  23,	
  and	
  C
o 

hrome	
  now	
  block	
  mixed	
  scripting	
  by	
  default.	
  
ist	
  of	
  preloads.	
  

o 

Ref:	
  
vulnerabilities.html	
  

http://blog.chromium.org/2012/08/ending-­‐mixed-­‐scripting-­‐

o 

Ref:	
  
blo

https://blog.mozilla.org/tanvi/2013/04/10/mixed-­‐

Ref:	
  
cki
http://blogs.msdn.com/b/ie/archive/2011/06/23/internet-­‐
ng-­‐enabled-­‐in-­‐firefox-­‐23/	
  

content-­‐

ex
cont
plorer
ent.aspx

-­‐9-­‐secu
	
  

rity-­‐part-­‐4-­‐protecting-­‐consumers-­‐from-­‐malicious-­‐mixed-­‐

	
  
Another	
  recent	
  experiment	
  
• 
• 

Focuses	
  on	
  the	
  "power	
  u
in	
  t

•
•

Allows	
  users	
  to	
  force	
  the	
  use	
  of	
  H
ser"
his	
  spa
	
  aspect

ce:	
  HTTPS
	
  of	
  ForceHTTPS

-­‐Everywher
.	
  

e.	
  

 
 
• 

Col
Add-­‐on	
  for	
  Firefox	
  and	
  C

laboration	
  between	
  Tor	
  
hrome.	
  
and	
  EFF.

TTPS	
  for	
  some	
  domains.	
  
	
  

	
  
Comes	
  with	
  rules	
  to	
  rewrite	
  URLs	
  for	
  popular	
  web	
  sites.	
  

Other	
  ways	
  to	
  address	
  problems	
  in	
  SSL/TLS	
  
• Better	
  tools	
  /	
  better	
  developers	
  to	
  avoid	
  programming	
  mistakes.	
  

o 
o 
o 

Mar
Avoid	
  any	
  insecure	
  embedding	
  (#3).	
  

k	
  all	
  sensitive	
  cookies	
  as	
  Secure	
  (#4).	
  

o 
• 

Unfortunately,	
  seems	
  error

EV	
  cer
o 
tif
Does	
  
icates

not
.	
  
	
  help	
  end-­‐users	
  (requ

-­‐prone..
ires	
  developer	
  involvement).	
  

	
  

o 
o 

Trying	
  to	
  address	
  problem	
  5:	
  users	
  don't	
  know	
  what	
  to	
  look	
  for	
  in	
  cert.	
  

o 

In	
  addition	
  to	
  URL,	
  embed	
  the	
  company	
  name	
  (e.g.,	
  "PayPal,	
  Inc.")	
  

o 

Typica
Why	
  wo

lly	
  show
uld	
  this

s	
  up	
  a
	
  be	
  more	
  secure?	
  

s	
  a	
  green	
  box	
  next	
  to	
  the	
  URL	
  bar.	
  

o 
• 

When	
  would	
  it	
  actually	
  improve	
  security?	
  

• 
Blacklis

Might	
  indirectly	
  help	
  solve	
  #2,	
  if	
  users	
  come	
  to	
  expect	
  EV

Bro
o
ws
 
er
t	
  we
s	
  ar

ak	
  cr
e	
  star

ypto.
	
  certificates.	
  

ting	
  to
	
  

• 
(iOS	
  5,	
  Chrome	
  18,	
  Firefox	
  16)	
  

	
  reject	
  MD5	
  signatures	
  on	
  certificates	
  

and
o

• 

	
  RSA	
  keys	
  with	
  <	
  1024	
  bits.	
  

and
o
	
  e
 

 
ve
(C
n	
  SH
hrome	
  18,	
  OS	
  X	
  10.7.4,	
  Windows	
  XP+	
  after	
  a	
  recent	
  update)	
  

Ref:	
  
A-­‐1	
  by	
  Chrome.	
  

• OCSP	
  s
o 

tapli
sunset

http://googleonlinesecurity.blogspot.com/2014/09/g
ting-­‐sha-­‐1.html	
  

radually-­‐

o 
OCSP	
  responses	
  are	
  signed	
  by	
  C

ng.	
  
A.	
  

Server	
  sends	
  OCSP	
  response	
  in	
  handshake	
  instead	
  of	
  querying	
  online	
  
(#2).	
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o 
o Problems:

§ 
§ 

Not
	
  

• 

	
  widely	
  deployed.	
  

Key
o
	
  pi
 
nning.	
  

Only	
  possible	
  to	
  staple	
  one	
  OCSP	
  response.	
  

o 
o 

Only	
  acce
Remove	
  reliance	
  on	
  least	
  secure	
  C

pt	
  certificates	
  signed	
  by	
  per-­‐site	
  whitelist	
  of	
  CAs.	
  

o 
o 

Cu
Diginotar	
  compromise	
  caught	
  in	
  2011	
  because	
  of	
  key	
  pinning.	
  
rrently	
  a	
  hard-­‐coded	
  list	
  of	
  sites	
  in	
  C

A	
  (#2).	
  
hrome.	
  

Plans	
  to	
  add	
  mechanism	
  for	
  sites	
  to	
  advertise	
  pins.	
  
§ 
 

o 
	
  
Ref:	
  http://tools.ietf.org/html/draft-­‐ietf-­‐websec-­‐key-­‐pinning-­‐21	
  

Same	
  bootstrapping	
  difficulty	
  as	
  in	
  ForceH

•

	
  
Oth

TTPS.	
  

 http://www.imperialviolet.org/2012/07/19/hope9talk.html	
  
er	
  references:	
  

	
  

Effectively	
  a	
  short-­‐lived	
  certificate.	
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§ Ref:	
  http://tack.io/
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