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- Anonymity
. Tor



Bitcoin and Tor

two technologies that deal, either directly or
somewhat-tangentially, with anonymity



encryption with public keys

Alice’s key pair Bob's key pair
{PKa, SKa} {PKs, SKs}

Alice encrypts messages to Bob with his public key;
Bob decrypts the messages with his secret key

encrypt(Pks, m) = ¢ =————) decrypt(SKe, c) = m



{PKs, SKs}

from:A
to:S

XXXXXX

problem: header links Aliceto S



Tor’s goal

provide anonymity — only Alice should know
that she Is communicating with the server S



Tor’s goal

provide anonymity — only Alice should know
that she Is communicating with the server S

things to avoid
- no packet should say “from: Alice, to: §”



A ->S {PKS, SKS}

from:A
to:

XXXXX




A ->S {PKS, SKS}

from:
to:S

XXXXX

problem: P knows that Alice is communicating with S



Tor’s goal

provide anonymity — only Alice should know
that she Is communicating with the server S

things to avoid
no packet should say “from: Alice, to: S”

- no entity in the network should receive a
packet from Alice and send it directly to S

- no entity in the network should keep state
that links Alice to S




5: P1 5: A,P2 5: P1,P3 5: P2,S

Alice =P P =) D) ) [ e—) S

from:A
to:P1

XXXXX

(the circuit ID would also
be included and
encrypted, perhaps with
some shared public key)

10



5: P1 5: A,P2 5: P1,P3 5: P2,S

Alice =P P =) D) ) [ e—) S

from:A
to:P1

XXXXX
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5: P1 5: A,P2 5: P1,P3 5: P2,S

Alice =P Pl D) m—) —p S

from:P1
to:P2

XXXXX
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5: P1 5: A,P2 5: P1,P3 5: P2,S

Alice =P Pl D) m—) —p S

from: P2
to:

XXXXX
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5: P1 5: A,P2 5: P1,P3 5: P2,S

Alice =P P =)y D)l [ e—) S

from:
to:S

XXXXX

problem: an adversary with multiple vantage points
can observe the same data traveling from Alice to S



Tor’s goal

provide anonymity — only Alice should know
that she Is communicating with the server S

things to avoid
no packet should say “from: Alice, to: S”

no entity in the network should receive a
packet from Alice and send it directly to S

- no entity in the network should keep state
that links Alice to S

- data should not appear the same across
multiple packets




Alice =P P =) D) ) [ e—) S

from:A
to:P1

XXX

(the circuit ID would
also be included and
encrypted)

1. Alice adds layers of encryption to her packet
= encrypted with Ps’'s public key, etc.



Alice =P P =) D) ) [ e—) S

from:A
to:P1

XXX

1. Alice adds layers of encryption to her packet
= encrypted with Ps’'s public key, etc.



Alice =P P =) D) ) [ e—) S

from: A
to:Pa1

XXX

2. P1 strips off one layer of encryption and edits the header



Alice =P P =) D) ) [ e—) S

from:P1
to:P2

XXX

2. P1 strips off one layer of encryption and edits the header



Alice =P P =) D) ) [ e—) S

from:P1
to:P2

XXX

3. P2 strips off one layer of encryption and edits the header



Alice =P P =) D) ) [ e—) S

from: P2
to:

XXX

3. P2 strips off one layer of encryption and edits the header



Alice =P P =) D) ) [ e—) S

from: P2
to:

XXX

4. P strips off one layer of encryption and edits the header



Alice =P P =) D) ) [ e—) S

from:
to:S

XXX

4. P strips off one layer of encryption and edits the header



Alice =P P =) D) ) [ e—) S

from:
to:S

XXX

5. P= sends the packetto S



from:A from:P1 from: P2 from:
to:P1 to:P2 to: to:S
XXX XXX XXX XXX

things to avoid
= no packet should say “from: Alice, to: &

__no entity in the network should receive a packet from Alice anc
““send it directly to S

—no entity in the network should keep state that links Alice to S

- data should not appear the same across multiple packets

)\‘_,
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What attacks remain against onion routing?

As mentioned above, it is possible for an observer who can view both you and either the destination website or your Tor
exit node to correlate timings of your traffic as it enters the Tor network and also as it exits. Tor does not defend against
such a threat model.

In a more limited sense, note that if a censor or law enforcement agency has the ability to obtain specific observation of
parts of the network, it is possible for them to verify a suspicion that you talk regularly to your friend by observing traffic
at both ends and correlating the timing of only that traffic. Again, this is only useful to verify that parties already
suspected of communicating with one another are doing so. In most countries, the suspicion required to obtain a warrant
already carries more weight than timing correlation would provide.

Furthermore, since Tor reuses circuits for multiple TCP connections, it is possible to associate non anonymous and
anonymous traffic at a given exit node, so be careful about what applications you run concurrently over Tor. Perhaps
even run separate Tor clients for these applications.

https://www.torproject.org/docs/fag.html.en



https://www.torproject.org/docs/faq.html.en

Tor provides anonymity for users, preventing attackers
from linking a sender to its receiver.

There are still ways to attack Tor, namely by correlating
traffic from various points in the network.

Both Tor and Bitcoin (last lecture) deal, at least
somewhat, with anonymity. But more importantly, they

solve interesting technical problems and use
cryptography (and other technigues) in clever ways.

Understanding how they work and why they're used will
give you a better sense of how secure you are online.
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